A Behavior Based Automatic Security Monitor

A Project Report
Presented to
The Faculty of the College of
Engineering

San Jose State University
In Partial Fulfillment
Of the Requirements for the Degree
Master of Science in Software Engineering

By
Maulik Thaker

Kunal Vyas
Venkatesh Babu

December 2007



Copyright © 2007

Maulik Thaker
Kunal Vyas
Venkatesh Babu

ALL RIGHTS RESERVED



APPROVED FOR THE COLLEGE OF ENGINEERING

Dr. Frank C Lin, Project Advisor

Dan Harkey, Director, MS Software Engineering

Dr. Sigurd Meldal, Chair, Computer Engineering Dépent



ABSTRACT

In this project, we attempt to approachgbkition to system security by researching
into techniques that address system threats byznglthe behaviors of applications.
The major goal of this project will be to come ugthabehavior based intelligent system
that can automate the system security, appropyiadeld without any significant
administrator help. The aim of this project widl preventing false alarms and generate a

correct warning based on the behavior intelligence.

The focus will be to monitor the system call seqsnof the process, and
identify malicious activities and threats that tglace on the system. The protection
system would monitor the system activity; identifyalicious activities and threats
through the content analysis. One of the main tas#sld also be to minimize false
positives by researching on various normal acésiin the system and distinguish clearly
what is an unacceptable behavior. As the part isf phoject, behavior of some of the
popular applications like Internet Explorer, MoailFirefox and Outlook Express are
captured by creating the learning database by ngnapplication in well controlled
normal environment. This learning database is usestudy the application’s behavior
based security monitor. Any suspected abnormal\bheheaf the application based on the

sequence of system calls IS reported as fault rgessa
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Chapter 2. Project Overview

2.1 Introduction
The purpose of this document is to summarize tlseareh, analysis, design, and the
implementation-plan for the system - “Behavior Bhs&utomatic Security Monitor”

implementation project.

Attempts have been made in the past to manageysiens security by logging various

system calls and events and displaying it to thmiadtrator or the system user; approach
taken in [3]. This kind of system monitors is nealty useful unless you manually scrutinize
the log and detect the intrusions. This projed@sttio overcome these limitations using the
detour-library for system calls interception whigkes more functionality to the users have

some development background.

The main goal of this project is -
“To research, design and implement an intelligergtem that monitors and logs the critical

behavior of application, analyze the content angorés the adjudged malicious activity.”

The tool will monitor the system activities, filgstem manipulation and the system registry
to achieve its goal. This document contains vari@atures of the project and the research
work performed to fulfill the requirements. The dawent discusses the overall system
architecture in general and discusses the systdenrabdule of the tool at length. It is

followed by the implementation strategy for thejpob.



2.2 Proposed Areas of Study and Academic Contribign

According to lowa State’s Jacobson, a typical bedhdvased system includes a computer
that can capture data packets via a network caddfeed them into a stream assembly
element, which puts the packets into correct ord@erbehavior engine uses a set of
algorithms to examine the data stream. If the endietects a probable problem, it initiates
corrective measures and notifies the alert elenvemtch informs a system administrator. A

reporting element then obtains incident informattored in a database to issue a report for

further examination.

There has been a master’s project carried out ty@dent at San Jose State University. It
was fascinating towards our research project. Toeumhentation just ended where our
project begins. Concisely talking, we have to explmore towards the behavior securing
the network unlike the static behavior of the inaagnand outgoing system calls specifying
the nature of the attack. The more precise taskh®project would be to intelligently sort
out the false calls for an alert from the systettscd@he final aim of the project would be to
protect the sensitive data from the network and#sets. These may also include some of
the unauthorized utilization of resources, DOS chkdaand diverted information (eg.

Sniffing and spoofing).

A research paper on ‘System Call Monitoring Usinghfenticated System Calls’ written by
Mohan Rajagopalan, Matti Hiltunen, Trevor and Rrchan IEEE, shows how an

authenticated system call uses additional authegidit code which assures the reliability of



the policy of the system call arguments. Kernebkubeés information to check for the valid
system calls. The version of the application iniolwhregular system calls have been
replaced by authenticated calls is generated autcetig by an installer program that reads
the application binary, uses static analysis tcegate policies, and then rewrites the binary
with the authenticated calls. This paper presehts dpproach, describes a prototype
implementation based on Linux and the PIlto binagwriting system, and gives
experimental results suggesting that the approacheffective in protecting against

compromised applications at modest cost

Another thesis report by Debin Gao has worked diferéint approaches to eradicate
abnormal system calls and tried to identify thenmarbehavior and detecting the malicious
activities in the system calls. The report was {=Box Anomaly Detection using System
Call Monitoring’. In his thesis he has explored twovel approaches for constructing the

normal behavior model for anomaly detection.

2.3 Current State of the Art

The idea behind the behavior based automatic $gamaduld be to automatically manage
the security characteristics of the system andtdryeduce human intervention as far as
possible. The current systems working on the behmawased network security and system
monitoring works on the basis that it learns themrad behavior of the traffic and the

systems. This approach recognizes attacks basedhainthey do, rather than whether their

code matches strings used in a specific past intidie the past, behavior-based security has



been too expensive and too unfamiliar to most ITkers to be widely adopted. Several
vendors are thus beginning to make behavior-basetlrisy widely available to
organizations via services, appliances, and soffywasducts. And some ISPs are protecting
their entire networks via behavior- based serviddeswever, widespread adoption of
behavior-based security faces numerous obstaahesiding complexity and a higher

number of false positives than signature-baseaByst

Currently, there are security tools available g@n for the vulnerability of the system and
network. Nessus, is a Unix vulnerability evaluatiool. These tools have the key features
that perform security checks on local and remontd/servers. Some more tools include
Wireshark, Snort (open source IDS), and Netcatsé&heols do not perform security as and
when it happens based on the abnormal behavidrabvfapplication either on the system or
the network. Hence, there have been developmertistive tools and certain plug-ins are
also available that make it possible. Our concepdiiferent in a way that not only

developing some intelligent system that captures mletwork and system abnormal

behavior, but also analysis captured data withniegr database(created using previous
normal runs) and reports when abnormal behavifwuad. Operator has the option to add
the previous abnormal behavior information intoré@g database so that next time same

behavior of the application is treated as normal.

The drawback of behavior-based network securitinwsok is that they can generate a much
higher level of false alerts. The advantage isait spot and block new threats, based on

their behaviors, before a menace is identified @asgigned a threat signature and name.



The paper presented by Dr. Frank lin et al. hawwp@sed a solution for preventing out
going spam. The approach was totally different frdm Microsoft's spam prevention

methodology. Microsoft uses HIP (Host Identity PBaml) challenges to block outgoing

spam, the other would be based on computationdleciggs and the last one would be
based on the paid subscriptions. Comparing thelse,dbcument presented by Frank Lin
would be an extension of Host-based Intrusion Rreme System. Here the Message Intent
ability Scoring Algorithm was proposed for prevagtioutgoing spams. The Behavior based
Network Monitoring would detect all the outgoingtigities based on the port scan and

system calls.

Stephanie Forrest, Professor and Chairman of Cangbitience at University of New
Mexico has developed a software using sequencaysbém calls for intrusion detection
using different algorithms to generate patternsystem calls. Along with detection, Forrest
also utilized the application behavior for modelintglligent immune system that immunes
itself against various attacks. Apart from her owaork, Forrest has laid foundation for
several researchers that plan to work on applicdihavior and intrusion detection in the

field of computer security.

Other approach taken is defining policies of systaths for security level - one discussed
by Niels Provos for improving host security whardie discusses Systrace facility, its
design and analysis. This deals with restrictingase system calls to run thereby increasing

security level.



Apart from generating patterns and observing systalinsequences, a further step taken is
performing the argument and the data analysisdrsyistem calls. Stefano Zanero, CTO and
founder of Secure Network has explored this apgrdacanomaly detection. Although the

approach is not suitable for run time analysis,endhe less — it proves to be useful for

offline analysis.

Apple has a commercial tool — Shark 4 which hassgrstem call tracing facility but it does

not provide with the automated analysis of thisérand leaves to the user to work.



Chapter 3. Project Architecture

3.1 Introduction
The system monitor can be divided into two majoag@s- learning and analysis. Both the
phases take user behavior and activity into accfaurthe threat detection instead of relying
on the traditional signature based approach. Vk&m® requires major interaction with the

Windows kernel and would utilize and modify the italsle Win32 API as needed.
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Figure 1: Overall System Architecture



3.2 Architecture Description

The system monitor application runs on Workstatod servers and performs system call
monitoring, event monitoring and notification. Orlaage scale, administrative servers can

connect the global users and secure the wholersyate the network as a whole.

The main purpose of the system module is to capincensistent behavior of the

application, DLL’s, libraries and different modules the standalone system. There is a
hierarchy of the clients which are connected teiatral server. The clients and server are
interconnected to form the network. Any machinéast updates the log file or the database
file which can then be shared in the network. Tiedps in developing behavior based

intrusion monitoring.

The application is though installed in every hostl &erver machine but the database is
shared among the machines. The Kernel consistseofiivers required for the application

to run upon and is needed for the privileged sestic

At the user level, there are DLL’s and librariesiahhcan be used from the application
provided by Detours. The application is independer the OS, because it can be used to

run on the remote machine which may be Windows fraime.



3.3 System Interface Diagram
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Figure 2 : System Interface Digaram



3.4 System Interface Description

The system consists of security monitor server Witiontrols and communicates with
content analyzer, and event logger.

Security Monitor Server accepts multiple client wections for browsing event log and
configuring Network Security Monitor.

Content Analyzer module creates learning database application based when
application is running in training mode.

Content Analyzer module analyzes the applicatignfile when application is running
in analysis mode.

Event Logger module stores events into databaaefi#), and also retrieves events on

request.

3.5 Architecture Subsystems

The functioning of modules based on the progranv fian be pictorially depicted as below-

System Call

Function Ca"f:|> DETOURS MODULE

CONTENT ANALYZER

g

1t
DATABASE - LOGS

!

L5
NOTIFICATION

Figure 3 : System Modules based on the program flow
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3.6 Detours Module
This module would be the customized API's of theddes API based on the requirement.
The Detours library contains codes that would oept the normal WIN32 function
call(system call) and re-write the in-memory code the function and give the control to
user defined functions. Later on when the procegsgnfinished, it would pass back the
control and execute the routine function call. Tetours mechanism uses the trampoline
design to preserve the un-instrumented target fmctvhich would store couple of next

instructions before passing the control to the dséine function.

3.7 Content Analyzer Module
The Content Analyzer module is the brain of ourtesysmonitor. It would contain set of
rules formed from behavior analysis of the applacaand these rules will be applied on the
information passed by the upper module in ordatei®ct anomalous activity. The plan is
to feed it with specific set of rules and condisamhich the module will utilize to perform

the static as well as dynamic behavior analysis.

3.8 Database - logs
The lower module — database logs - will be stosame non-trivial information that can be
useful for static analysis provided from the uppsvdules. Also content analyzer will
depend on this particular database for an appbicatdo define its normal or abnormal
behavior. In short — each application should hévewn database defining normal behavior

of itself and the logs will be general and shargdhe system applications.

11



3.9 The Notification Module
The notification module stores results of the psscthat our system monitor carries out.
This module performs the representation of thevéigtand information to the user is sent as

a threat, alert, normal event or miscellaneousdaseclassification.

12



Chapter 4. Technology Descriptions

The system monitor is a client server applicatiathwlient sending the messages of open
different applications to the server and severesabis applications behavior. The software
is developed using Microsoft’s .Net technology gsWfisual Studio 2005 and Open source
Perl technology. Microsoft Visual Studio providesth advance set of integrated
development environment that has features that pol@eelopers to write, maintain and
debug the code efficiently. The data is stored tiucsured flat files which prevents

expensive overheads of database connection arshti@ons.

4.1 Client Side Technologies

The client development is carried using Windows nkor2.0 of the Microsoft .Net
framework and Microsoft Visual Studio 2005. Windoferms provide developers with the
rich set of controls that can used to develop arclgraphical user interface. With each
control — there are specific set of events thatriggered based on the user interaction with
the control. Based on these events — server caeggaequested information and pass it to
the client. With our system, we required a usegriate that just takes few inputs from user
and based on this take appropriate actions attiversend. Also the log information and the
notification messages send to client has to belalisd. Windows forms provided all the
controls required for our software with very cleiaterfaces that could be implemented
based on the requirements. Apart from being easyse and developer productive,

Windows forms technology comes as a part of .Namé&work in which our major

13



development was done. It wouldn’'t be wise to addtler dependency just for GUI

development and not use this feature.

4.1 Server Side Technologies

At the server side, there are two major technokgid/isual C++ .Net and .Net Remoting
technologies available in Microsoft Visual Studi603 development framework and Perl

which is an open source technology.

Visual C++ provides with rich set of libraries like Run time (CRT), Standard C++ library
and many development interfaces for windows bapptications. C++ is most widely used
systems-level language and Microsoft’s Visual Cagilitates this process with its advance

tools that can be helpful in developing complexays applications.

Remoting technology enables the distributed apitinadevelopment by providing rich set
of application programming interfaces for commutiaora among different components of
your system. These components, whether residintp@isame system or spread across the
network, talk using remote objects which is indefmnt of specific client or server
application module and the communication mechanisémy application can host these
remoting objects and can serve any client by conifig) itself and the application with the

remoting capabilities.

14



Perl is an open source technology widely used dport processing and data manipulation
for better sense. It comes with variety of featurem other programming languages. Perl
has libraries that come with rich set of API's wifite and text processing functions,
providing minimal effort development. It is formedith several advanced features
borrowed from C, LISP, AWK and has automatic memananagement reliving

programmer from memory leaks checks.

4.3 Data-Tier Technologies

We used comma separated values (csv) file formatiadata tier. CSV data presentation
can be easily deployed on all the platforms andides a simple tabular representation of
the data. Data is represented in a tables — veiltisfand columns separated by comma
while the records and rows separated by newlinéisarlata. The main advantages of using

CSV data representation is less overhead and éasployment.

15



Chapter 5. Project Design

5.1 Client Design
BASM Client aims to provide users with simple ifidee that can monitor application
behavior and analyze it. The plan is to implembaat®&UIl using windows forms technology
and utilize the rich set of controls provided. Tdesign simple and easy to control, and at

the same time providing with the necessary inforomathat is required. Following are the

snapshots of user interface design.

Figure 4: User Interface Design for BASM

16



The three place holders give out different infonratof the applications run by the user

currently. The first on the left-top shows the lidtall the active applications. Next to it

would display the log file of the application irethun time.

At the bottom shows all the events in the main Edem

The other interfaces are to open the applicatiarhieh is the standard file dialog as shown

below

Figure 5 : Start Application dialog for BASM

The user interface provides with updated infornratid the operations and gives rich set of

controls to carry out operations.

17



5.2 Middle-Tier Design

Middle tier includes the application client thatsh@moting capabilities that interacts with
the client user interface to send the commanddeoserver. Server basically can be
divided into two major parts — the core server tisdistening to the clients requests and
serving it, while the other is the Content Analyadrich is only responsible for analyzing

the raw data sent to it by the server.

To simply the application and gain its basic untrding from a high level — we begin with
giving 3 major use cases of the application sysaking with their sequence diagrams based
on the major components interacting. After thathaee another dynamic model that would
simulate behavior of system during two major phasedNotification and Defining

application behavior. We make use of activity diags to accomplish this task.

Following the dynamic modeling we give static modeClass diagram for the application.
Since the development involved object oriented Gieng with run time C, the class
diagram becomes handy in developing major modufethe system. Following are the

models for the system that enabled us to implertiengsystem in a clean and easy manner.

18



5.3 Use Cases

Use Case UC#1
Number

Use Case Title | To notify the application behavior

Actors and Actor Role
Roles

User

User

Preconditions The user must be connected to the server.

Steps:

1. Setthe mode — ‘Analysis’ mode on the GUI.
Use Case 2. Click the ‘Start Application’ to open the applicati selection dialog.
Description 3. Select the application for analysis.
(Steps) 4. Perform the desired operation.

5. Close the application.

6. Check the Event Log at bottom for the notification
Alternative 1. The system will begin analysis once the applicaisociosed.
Solution (Error ) ) .
Case) 2.0ne can select the log file and perform manual yaielwithout

running application also.

Post Conditions | The system will have the notification entry as —ofhal’ — ‘Fault’ or

‘Warning’ based on the analysis.

Table 1: Use Case-1
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Use Case
Number

UC#2

Use Case Title

To define normal behavior of a selected application

Actors and
Roles

Actor Role

User

User

Preconditions

The user must be connected to the server.

Steps:
1. Setthe mode — ‘Learning’ mode on the GUI.
2. Click the ‘Start Application’ to open the applicati selection dialog.
3. Select the application of interest.
Use Case 4. Perform the desired operations.
o 5. Close the application.
Description e
(Stepsg) 6. Check the event log for notification.
7. Go to folder - ~\SecurityMonitor\Data\Applicationakhe
8. Check the .csv file for the application containjpafterns of systen
calls.
Alternative
Solution (Error | None.
Case)
1. The system will have the notification entry withedrning Mode’

Post Conditions

2.

type.

A file with application name will be created thatntains
application’s normal behavior definitions.

Table 2: Use Case-2
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Use Case UC#3

Number
Actors and Actor Role
Roles
User User
1. The user must be connected to the server

Preconditions
2. The system should have generated ‘Fault’ or ‘Wagnfior the

application behavior

Steps:

Use Case 1. Check the Event log for the ‘Fault’ or ‘Warning’ thicorresponding
Description notification time.
(Steps) 2. Select the log on the GUI.

3. Click the enabled — ‘Add Diff to Learning Data’ lborm

4. Check for the event notification in the event log.
Alternative If the behavior was already added previously thesill not be added to th
Solution database.

(Error Case)

Post Condition | The abnormal behavior which was legal for userddea to the application
normal behavior database.

Table 3: Use Case-3
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5.4 Sequence Diagrams

Figure 6 : Sequence Diagram-I
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5.5 Use Case 1 : Sequence Diagram Description

The major components taking part during this use e User from utilization side and
Client (GUI), remoting object of client, Serversfining requests) and Content Analyzer
from the system side. The message passing amangatmponents is visible from the

above diagram.

Figure 7 : Sequence Diagram-II
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5.6 Use Case 2 : Sequence Diagram Description

The major components taking part during this use are User from utilization side and
Client (GUI) , remoting object of client, Serversf{ening requests) and Content Analyzer
from the system side. The message passing amangoatmponents is visible from the
above diagram. Though the use case shows a bigtagvirom the first case but internally

it can be seen that there is no big difference flloenimplementation point of view.

Figure 8 : Sequence Diagram-Ill
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5.7 Use Case 3 : Sequence Diagram Description
The major components taking part during this use are User from utilization side and
Client (GUI), remoting object of client, Serversfining requests) and Content Analyzer

from the system side.

5.8 Activity Diagrams

The activity diagram for the notification moduleshhe three swim lanes based on the type
of activity taking place — Requesting in which teent is making different requests to the
client remoting object through GUI. The procesgah@se is one in which server is serving,
processing client’s request. Modules like contemalgzer that act on the raw capture,
analyzing application behavior etc. take placerdythis phase. The last — Notification is
phase in which the server sends the notificatiaiéouser through GUI and also updates the

various logs according to the action

Though the patrtitioning is to give better idea abithe modules and in which phase they
affect the system, not all the modules lie in sngéartition. Some modules actually can be
thought of affecting two different phases of thesteyn. These are seen to be intersecting
two partitions in the activity diagrams. Notificati action is done while the user runs an
application in analysis mode and the system seadsal — fault or warning as notification
type in the event log based on the analysis itgoer$. Defining application normal
behavior is initial activity that user is expectéal perform while building the normal

database for the application.
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Following next are the two activity diagrams forotwnajor activities of the system— notification

action and defining normal behavior of an applmati

Figure 9 : Activity Diagram for Notification
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Figure 10 : Activity Diagram for Defining Normal Afication Behavior
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5.9 Class Diagram

Figure 11 : System Class Diagram
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5.10 Description:

The class Form is one which would be containingpm&UI components and CApplinfo is
one that will have all the information about thereat application with its process ids, time
stamp etc. Form class can get list of active appbas from the object ActiveApp. Also
Form class interacts with the RemoteClient objectdnd the requests based on the events

invoked by the user.

DetourDis is one of the components of Detour modulehich is dealing with intercepting
the system calls made by the application. It ingisLimage and its derivatives to pass the

application image — data — to trace.

Serializable and CVarVal are two major classes #matble logging of the traced system
calls into the syslog file. The serialize and diediee the data while storing and fetching by

making a pipe connection with the application.

APICallAnalyzerRemote is the dealing with the cadliof content analyzer module for

content analysis of the data stored by the seARICallAnalyzerHook is for hooking the

client requests sent remotely to sever that agtuatblements CallAnalyzer module.
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5.11 Data-Tier Design

The major data to be stored for the system canassitied in the following categories —
Logs — The record of user’'s activity with the systand the analysis of the application
behavior derived in the analysis mode.

Application system call patterns - These areuhigue patterns that are created by the
application that define the normal behavior of agtion.

Both these information are recorded in tabular frwithin the structured CSV files.
Following are the schema of the two major dataasjes.

5.11.1 Application behavior patterns

Timestamp Thread Id System Call Patterns

Date time format Integer String

Table 4: Schema for Patterns Db

5.11.2 Event Notification Log

Time File Status Difference Event Description

Data Time | String String Float String String

Table 5: Schema for Event log file

For each application, we have its separate datahadefines its normal behavior, while the
event notification log is shared by the applicasicand is used to keep track of user’s

activity with the system.
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Chapter 6. Project Implementation

6.1 Serializable variant APl parameter passing

AttachDLL.exe(executable part of this project) eltias detour DLL(NetSysApiMon.dll) to
the launched application(like Outlook express ¢enmet explorer or firefox) to intercept all
the system calls along with their parameters. OtSi&ApiMon.dll DLL process attach, all
the BASM required system calls are detoured tcecbthe APl names and their parameters.
Detour DLL opens a named pipe connection to APKalyzer server for passing
application data. The timestamp of API call, precel application info, thread id, API
name and their parameters are sent to APICallAealgerver named pipe on every
detoured system call. APICallAnalyzer server stahesAPI call information into CSV file

for each application. This stored CSV file is usadanalysis by the perl module.
Fig 13 below shows the sequence of actions on riokRbacalls without any detour. Fig 14

below shows the sequence of actions on API calte detour. Fig 12 below shows the

sequence of actions on application API calls wetodr and APICallAnalyzer.
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APP1

Pipe 1

PID (Process | —

.exe
| * PID (Process
v l Id)
—1—y
V\,qu,z AP call Param 1
I * Param 2
APP2
Firefox.exe Id)
v I
t——1—p Param 1
W32 API call Param 2
| v
[ ]
[ ]
APPn
PID (Process |/
| .exef 1d)
v [
1 Y Param1
V\,qu,z API gall Param 2
I v

Remote
Client

Figure 12 : Application, APICallAnalyzer Serweith detour
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_1 Call

Figure 13: Application API Call without Detour.

1 Call 2 \ _3Call 4

Called

(Win Detour
32 API)

VA
/N
/ .
e

6 Return ’ 5 Return™

Figure 14: Application API Call with Detour
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Passing process id, application info, thread idl Adime and their parameters is not trivial.
There are lots of restrictions, since code is eteztin the context of different application.
API Parameter types are not fixed. Parameters eanf type bool,int,char,char*,double etc.,
To handle different types of parameters, systerateseserializable object with variant type
parameters at the client side. Client’s Serialiabpbct is deserialized at the server side, and
logged into application CSV log file. This applicat CSV log file is used for building

learning database and also for analysis to deterthim application behavior.

In the following section, we go over the implemeiata of CVarVal(Variant type class) and

CSerializeParams(Serializable variant parameterssgl These classes are very important

for passing data from application APICallanalyzerdule.

CVarVal(Variant type class)

CVarVal class allows storage of serializable vdriparameter. Data types supported by
CVarVal class are int, unsigned int, double, stramgl byte array(array of unsigned char).
Various assignment operator function allows storifigralues into variant type variable.
Serialize() method serializes the variant type,glenand value into byte stream.
DeSerialize() method deserializes byte stream mbavariant type. SaveToFile() method

stores variant parameter value into CSV file.
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Source Code with CVarVal implementation details:

T e T

/I Custom variant class for storing different kirttiga type(Similar to COM Variant)
HIHTTH T |

#defineMAX_VAR_PARAMS 10

typedefenum

{
VVT_EMPTY = 0, // unknown type
VVT 14 = 1, // integer of size 4 bytes
VVT_Ul4 = 2, // unsigned integer of size 4 bytes
VVT_DBL = 3, //size 8 bytes
VVT_STR = 4, /] ascii string
VVT_BYTE_ARRAY = 5, // Byte Array

} VARIANT_TYPE;

I T |

/IVariant to store API parameter of type int,doystieng,byte array
I T T ]

classCVvarVal

{

public:
VARIANT_TYPE m_type; //Variant type
UINT32 m_datalenj/length of data
BYTE *m_value; //variant value

public:

o
//default constructor
o
CVvarVval();

M | |
/ldestructor
M| |
~CVarVal();

o
/ICleanup and free memory used for parameter storag
o

void ClearMem();

T L ||
//Store byte array data as variant
T T T T
BOOL SetByteArray(BYTE *pByteArint nBytes)
{

ClearMem();

m_type = VVT_BYTE_ARRAY,

m_datalLen = nBytes;

m_value =newBYTE[nBytes];
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memcpy(m_value,pByteAr,m_datalen);
returntrue

}

T T T T
/lassignment operator to allow copy of parameters/ariant
T T T T
CVarVal& operator(constCVarVal& varSrc)

if (this |= &varSrc)

{
ClearMem();
m_type = varSrc.m_type;
m_dataLen = varSrc.m_datalLen;
m_value snewBYTE[m_datalen];
memcpy(m_value,varSrc.m_value,m_datalLen);
}

return*this;

T L ||
/lassignment operator to allow copy of parametergdnst char *
T L ||

CVarVal& operatos(PCSTR str);

o
/lassignment operator to allow copy of parametersiduble
T T T T T o
CVarVal& operator(doubledblSrc);

T T T T o
/lassignment operator to allow copy of parametersnteger
o
CVarVal& operator(int intSrc);

T T T T

/lassignment operator to allow copy of parametersifisigned integer
T T T

CVarVal& operator(unsignednt intSrc);

o
/IGet the length(in byte count) required to stoaeameter
T T T T T o

int GetSize()

{

}

o

/ISerialize parameter by storing data type, lemgith value into byte stream
T T T T T o

BOOL Serialize(BYTE *pSerBufint nMaxSize)

{

returnm_datalLensizeo{m_type)sizeofm_datalLen);
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if(nMaxSize < GetSize())

returnfalse
memcpy(&pSerBuf[0],&m_typsjzeo{m_type));
memcpy(&pSerBuffizeofm_type)],&m_datal esjzeofm_datalen));
memcpy(&pSerBuffizeof{m_type)sizeo{m_datalLen)],m_value,m_datalLen);
returntrue;

}

o

/IDeserialize parameter by extracting data typetleland value from the byte stream

o

BOOL DeSerialize(BYTE *pSerBuf)

{
ClearMem();
memcpy(&m_type,&pSerBuf{(@jzeo{m_type));
memcpy(&m_datalLen,&pSerBuizeo{m_type)]sizeofm_datalen));
m_value =newBYTE[m_datalen];
memcpy(m_value,&pSerBidizeofm_type)sizeo{m_datalLen)],m_datalLen);
returntrue

}

T L ||

/lprint variant parameter info to console window fimubleshooting purpose
T L ||

void Print();

T T T
//ISave parameter to CSV file with Type and data
T L T ||
BOOL SaveToFile(FILE *pFile)
{
chartempBuf[SYELOG_MAXIMUM_SERIALIZED_DATA]="";
int iBufUsed=0;
charbyteData[4];
if (!pFile)
returnfalse

switch(m_type)

caseVVT_l4:
caseVVT_Ul4.
sprintf(tempBufl4:%d",(int)(*(int *)m_value));
break
caseVVT_DBL:
sprintf(tempBuf,DBL:%f" ,(doubl§(*(double*)m_value));
break
caseVVT_STR:

_snprintf_s(tempBuf, SYELOG_MAXIMUM_SERIALIZED_DAT/ASYELOG_MAXIMUM_SERIALIZED _
DATA-10,"STR:\"%s\"",(PCSTR)m_value);
break
caseVVT_BYTE_ARRAY:
sprintf(tempBuf,BAR:\"");
iBufUsed = strlen(tempBuf);
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10;i++)

for(int i=0;i<m_dataLen && iBufUsed<SYELOG_MAXIMUM_SERIAIZED_DATA-

{
_snprintf_s(byteData,4;4p02x ",m_value[i]);
strcat(tempBuf,byteData);
iBufUsed += 3;
}
strcat(tempBuf\"");
default
break
}

fwrite(tempBufsizeo{BYTE),strlen(tempBuf),pFile);
returntrue;

CSerializeParams(Seriablizable Variant parameters lass)

CSerializeParams class allows any number of vaparimeters to be stored. SetParam()
method allows to store variant param(CVarVal) obgcthe specified index. GetParam()
method can be used to retrieve the variant paramdsx. Serialize() method serializes all
the variant parameters into stream of bytes. Sawviéd({® method stores all the variant
parameters into CSV file. CSerializeParams(int nRErams) constructor is used to store
the variant params from the detour function. C3esRarams(BYTE *pSerBuf, int
nMaxSize) is used to deserialize variant params fioyte stream on APICallAnalyzer

server side.
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Source Code with CSerializeParams implementationadls:

T T T T

//Serialize/Deserialize parameter(Used for seiiiadideserializing API parameters)
U T T T

classCSerializeParams

{

protected
CVvarVal *m_pVarValParams;
int  m_nParams;

public:

o
/I constructor for creating Serializable parameters
T T T T o
CSerializeParamist nMaxParams=10)

{
m_nParams = nMaxParams;
if(m_nParams > MAX_VAR_PARAMS)
m_nParams = MAX_VAR_PARAMS;
m_pVarValParams rew CVarVal[m_nParams];
}

T ||
Il constructor for deserializing parameters frontéogtream
T L ||
CSerializeParams(BYTE *pSerBuifit nMaxSize)
{
memcpy(&m_nParams,&pSerBuf[8izeo{m_nParams));
if(m_nParams > MAX_VAR_PARAMS)
m_nParams = MAX_VAR_PARAMS;
m_pVarValParams rew CVarVal[m_nParams];

int iCurSize =sizeofm_nParams);

for(int i=0;i<m_nParams;i++)

{
m_pVarValParamsJi].DeSerialize(&pSerBuf[iCurSize
iCurSize += m_pVarValParams][i].GetSize();

}

T T T T o

/I Set the parameter Value for the given index
o
BOOL SetParanift paramldxconstCVarVal &varVal)

{
if(paramldx < 1 || paramldx > m_nParams)
returnfalse
m_pVarValParams[paramldx-1]=varVal,
returntrue
}
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o
/I Get the parameter value for the given index
o
BOOL GetParaniit paramldx, CVarVal &varVal)
{
if(paramldx < 1 || paramldx > m_nParams)
returnfalse

varVal = m_pVarValParams[paramldx-1];
returntrue

}
i,

// Return number of bytes required to serializetladl parameters

T T T
int GetSerializeBufSize()

{
int iSize = 0;
for(int i=0;i<m_nParams;i++)
{
iSize += m_pVarValParams][i].GetSize();
}
returniSizetsizeofm_nParams);
}

T T T T
/I Serialize the all parameters into stream of byte
T T T
BOOL Serialize(BYTE *pSerBufint nMaxSize)
{

int iSize = GetSerializeBufSize();

if(nMaxSize < iSize)

returnfalse

memcpy(pSerBuf,&m_nParamigeo{m_nParams));

int iCurSize =sizeofint);
for(int i=0;i<m_nParams;i++)

m_pVarValParams[i].Serialize(&pSerBuf[iCurSiza],pVarValParams[i].GetSize());

{

iCurSize += m_pVarValParams][i].GetSize();
}
returntrue

}

T T T T T
Il Print all the parameters info to console window
T T T T T
void Print();

o
/I Save API info in following CSV format:

/! Time,Thread Id, APl Name, Param1, Pa?a...

I T

BOOL SaveToFile(FILE *pFile, PCSTR pTimeStr, DWORDaskld)

{
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chartempBuf[MAX_PATH]="";
if(!pFile)
returnfalse

sprintf(tempBuf,%s,%u,",pTimeStr,nTaskld);
fwrite(tempBufsizeo{BYTE),strlen(tempBuf),pFile);
for(int i=0;i<m_nParams;i++)

{
m_pVarValParamsJi].SaveToFile(pFile);
if (i '= m_nParams-1)
{
strcpy(tempBuf,");
fwrite(tempBufsizeofBYTE),strlen(tempBuf),pFile);
}
}

strcpy(tempBuf,\r\n");
fwrite(tempBufsizeo{BYTE),strlen(tempBuf),pFile);
returntrue

}
h
i e
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6.1.1 APICallAnalyzer (Server)

APICallAnalzer runs as a server and creates theedgipe connection to every application
that is being detoured. APICallAnalyzer allows saapplication to run multiple instances
at the same time. Process id is used as uniqueifide for tracking active application
instead of application name.
Typical operations performed for each applicatigrAPICAllAnalyzer server are:

Open CSV Log File — On application start

Log to CSV file on API call — On win32 system ARilic

Close CSV File — On application close

Initiate Analysis or initiate adding to learning DBAfter application close
RemoteServer implements .NET remoting interfac@ioyiding service for remote clients.
Following fig 15. shows the communication path betw Remote Client(GUI) and Remote

Server(APICallAnalyzer).

Figure 15: Communication - GUI Remote Client/Sefgd’ICallAnalyzer)
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Source code with of Remote Server interface:

T ||

/l Remote Server implements interface for Remoten&IGUI)
T ||
namespac&emoteServer {

public ref classApiCallAnalyzerRemotepublic MarshalByRefObject

{
public:
ApiCallAnalyzerRemote()

{

}

T L ||

/I whether Client and Server are communicaitingar

T L ||
bool IsConnected()

{

returntrue

}

T L ||
/I Start Application in Analysis or Learning modw® fAPI call data collection
T L ||

bool StartApplication(String “appNamkool bAnalysisMode)

if (9_pAPIAnIHook)
returng_pAPIAnIHook->StartApplication(appName,bAnalysisiie);
returnfalse

}

T T T T T o
/I Get the list of currently active applicationarséd using StartApplicaiton method
o

String "GetActiveApplications()

if (9_pAPIAnIHook)
returng_pAPIAnIHook->GetActiveApplications();

return™;

}

o

/I Allows manual analysis of already existing ldg f

o
bool StartManualAPl1Analysis(String “appLogName)

{
if (9_pAPIAnIHook)

returng_pAPIAnIHook->StartManualAPIAnalysis(appLogName);
returnfalse

}
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o

/I Add Diff data to training or Learning database

o
bool AddApiCallSeqToTrainingData(String ~fileName)

if (9_pAPIAnIHook)
returng_pAPIAnIHook->AddApiCallSeqToTrainingData(fileNaa))
returnfalse

}

o

/I Get list of currently completed applications

T T T T o
int GetLogCount()

if (9_pAPIAnIHook)
returng_pAPIAnIHook->GetLogCount();
returnO;

}

I T T T ]

/I Cleanup temp files used during analysis

I T T T T ]
int CleanUpTempFilett iParam)

if (9_pAPIAnIHook)
returng_pAPIAnIHook->CleanUpTempFiles(iParam);
returnO;

}

T T T T o
/I Set Warning and Fault limit percentage for ARIl sequence difference
o

bool SetAnalyisParams(t iWwarnLimit, int iFaultLimit)

if (9_pAPIAnIHook)
{

g_pAPIAnIHook->m_iAnalysisWarnLimit iWarnLimit;
g_pAPIAnIHook->m_iAnalysisFaultLit iFaultLimit;
returntrue

}

returnfalse

B
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6.2 GUI Implementation details
GUI implementation uses List View, Text Ara and ®&rid View components of windows
Forms. List Vew displays the currently active apafions, Text Area displays log files, and

Data Grid area displays the application API cabilgsis events. GroupBox component is

used to display Status and Application Mode.

Figure 16: GUI component
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BackgroundWorker component is used for updatingaD@tid View data asynchronously
and Text Area data. GUI uses .Net Remoting intertaccommunicate to APICallAnalyzer

server.

6.3 The Analyzer Module
Depending on the mode set in the GUI, the outpptuza logged into either “\raw_capture”
or “\create_training” directory. If the mode is the learning mode which means that the
Normal Behavior is on the learning mode. On theeptiand, if the mode set in the GUI is
Analysis mode, the system calls are logged on “capture”. The application that caused

the system call log is stored as a .csv file whih $pecific processiID.

6.3.1 Training Mode

Once the system calls are captured, the name dilehsill decide the Normal Train to add
to. Every subsequent capture in the Training Modkk e added to its corresponding
Normal train. The algorithm was defined in a wagtteach system calls will be grouped in
a sequence of (4, 5, 6, 7) which we call it as mdew size. For each logged system calls in
the create_training directory, there will be 4 éiffint training files generated and will be
added to the Normal train for its correspondingdew size. The perl files associated with
each “Training Mode” is create_training.pl and nojgdl.pl. Below is the explanation of

how the Normal Behavior is created.
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As soon as application is started from the GUI, ghistem calls, time and ThreadID’s are
logged. At the termination of the application, file will be unlocked and further analysis
can hence be performed on that file. The creatainapl is kicked of at regular intervals
to check if there are any files in that directdfyany files found, start processing them to

add them to the Normal Behavior sequence calls.

Let us assume here, the application was Out LogkdSs. The csv generated would be
something like msimn_exe 3342.csv. This means that applications is “msimn” (
OutLook Express ). 3342 is the process id for traticular application. Also if there is
another application logged like explorer, it wobleliexplore _exe 4432.csv

The file has three main elements captured — ThBgaBlstem Call, Timestamp. Each
ThreadlID generates a big set of series of systdis1 €&ach series is considered as an input

to the Normal Training. The duplicates are remaiveoh the normal training.

6.3.2 Analysis Mode

The Analysis mode can be run in two scenarios. thaethere is a training database that
defines a normal behavior and second that is cagptienceforth which will be an addition
to the Normal behavior train. Once the capturoisd in the raw_capture directory, the
parse.pl which is called at a regular interval fridme GUI, processes each and every file
from the capture. The Normal train is decided &/ dppplication name that the capture was
taken from. The analysis is basically done by campgathe set of sequence calls from the

normal train. The capture is processes using tteathD as one set of sequence calls. This
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set of sequence calls are grouped on the windosvraiaging from 4 to 7. Each window is
compared to that specific set of sequence of systla from the corresponding “window
sized train” and if that behavior sequence of systalls was not found, it will be registered
as different from the normal behavior.

Here is an example of 4-7 set of sequence calls

N

: CreateFileW,CreateFileW,CreateFileW,RegOpenK&YE

5 : htonl,htonl,CreateWindowExW,CreateFileW,send

6 : htonl,htonl,listen,LoadLibraryA,LoadLibraryExWton|

7 : htonl,listen,LoadLibraryA,LoadLibraryExW,htohtpnl,Connect

and so on..

Once the difference if found for that particulaptae the file that is different (only the
differenced part ) is saved in the “diff” directorfeach file creates 4 different files of either
“diff” or “passed_OK?” directory. If no difference as found for that window sized capture,
it will be placed under “passed_OK” directory. BEyéite created in any of the two directory
will be will be logged. A percentage difference Maé logged. This percentage difference is
compared to the original file ( with window size)xwith the difference found from the
normal train ( window size x ). So, if the origirapture was of 100 system calls ( window
size 4 ), difference found was 15 set of 4 systafis from the Normal Train, it will be
15% deviation from the Normal Training Behavior.ig percentage deviation will / may be
different for different window size. After certamumber of successive sanity runs, this

percentage deviation might drop down to almost feralifferent trains. Again, as per our

48



analysis performed, the database of normal behafiovindow size incremented will be

more compared to lesser window size.

There is a level that we can set from the GUI tletides the warning ( Alert ) message to
the user in the Log.csv file. Our program is solwekigned, that depending upon the user’'s
requirements and the threat to his system, he earhs level locally. Instead of just

keeping 1 level as (Fault — No Fault ), the progtsas set 2 points in the percentage that

decides the warning level.

Each train is logged into the “analysis/X_applioatcsv”, where X is the window size of

the list of system calls. Each csv file in thatediory consists of the number of times the
application was run against the normal train ( cara@ for the difference ), the number set
of system calls different from the Normal Traintalonumber of system calls ( grouped to
the window size), the Train Size at that particulan, time stamp and the percentage

deviation. A bunch of analysis can be done from dada gathered.

Once the analysis is performed, for each run th@tdoe 4 different files generated for each
run with one window size. In our program, we hage4 different window sizes (4-7). So
that leaves us with 16 files created for one amalgen. If the file has passed the Normal
behavior, the file will be saved in “passed_OK” a@hdot the file differenced file will be

saved under “/diff” directory. After the user / amnhooks at the percentage deviation from
the GUI logged in log.csv file, the user can aittiiscard the file and call for clear log files,

or the user can “add” the % diffed to that corresping normal train. For eg. Consider
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4 _msimn_exe_443.csv is the file that was foundhen“{diff” directory. The size of this file

is found out to be 200 records. This means thatiheow size of the captured diff is ‘4'.
Application used is OutLook Express and the protless 443. At this point the percentage
deviation is already logged in log.csv and undémaitiing/analysis/4 _msimn.csv”. When
the user clicks on that particular diffed file fraime GUI, and clicks on “add to database”
the database Normal train for window size 4 andd@utexpress is appended. The file gets

disabled once the database already has an entityafiofile.

6.4 Program Code Details

The Analyzer module has these many Perl Implementétes:

Init.pl
This file sets up the initialization parameters.cieates certain directories which are
required for analysis. It also cleans up “curretit.that shows the current analyzes

performed on that capture.

Create_training.pl

This file tracks the normal behavior and considees a training mode. So whatever is
done with the application, the set of system calls tracked and saved for that
particular window size that is set ( 4-7) in thimétion. We can also increase this
depending on the security level we want to set. dingicates are removed before they

are entered into the train.
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Parse.pl

This is the main file that parses the capture amdates different files in
“Idiff/X_application_exe_processid” or under
“Ipassed_OK/X _application_exe_ processID”. This ieated by parsing each file and
each window size to its corresponding window siapdlication. The way it is done is
quite interesting to know. The key feature to impdst parsing here on each capture is
based on “ThreadID”. Every multithreaded applicathas a set of thread that performs
certain system calls. The timestamp of each syst@hwill be different depending on
the scheduler algorithm and the queuing mechanmsnthit particular call. So here we
separate the system calls and create a seriesagfa each threadlD. Each array has a
sequence of that particular threadlD. These systalls for each thread were slotted
depending on the window size (eg. 4-7). Eachedotialls were compared to the calls
that are found in the normal behavior defined uthi@t time and if found a difference,
that particular X sized window and creates the ed#hce file with the
X_application_exe_processID.csv, where X is thedeim size, which means that if a
difference was found in the 4 point capture of QGuitl Express, a file will be created in
“/diff/” directory, with that file name. This csvdt file will include the set of 4 sequence
calls that were not matched from the normal behacmmpared with the train of
4 _msimn.csv (normal behavior train with window siak4). The parse.pl is pretty
intelligent to decide the Normal behavior file thiahas to compare with the particular
application’s capture. For example, the once thmsshre take for that threadlD,
depending upon the slot it will compare with slgpkcation. Slots of 4 window size for

Outlook, will be compared with the 4 slots of oalfoexpress and 5 with 5 and so on.
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Concisely, each threadID is parsed and createdira ¢f window size, compared to the
corresponding window sized train and if found dedédnce, only the difference part is
created in the file under “/diff/” and if whole dajpe is passed, only the file name is
touched into the passed OK directory and the message updated in the log.csv file.
Update is also done in analysis directory. Thidyamma directory is almost similar to the
Normal train, the only difference is that, each has one entry that shows the current
Normal Database size, the number of system callswikre different from the train and
the total number of captured system calls. Pergentizviation is also calculated which

decides the status message in Log.csv and is lgggredin in analysis.csv.

Add_to_training.pl

This file is called from the GUI when there is #elience found in the “diff” file , it is
logged into the Log.csv. This log.csv is displayeith the level of deviation from the
Normal Database Train. There is a description shatvs about the file that were found
in the diff directory. If the user decides that thehavior is still normal and he can then
add that file to the Normal Behavior train. Theseai button provided wherein he can
select the file from the GUI and click on that lutt Click on that button will call
add_to_trianing.pl file. The duplicates have alsebden removed, so the only process
to perform here is to append these files to theesponding file of Normal Behavior.
4 msimn_exe_4444.csv when selected and the budideh to database’ clicked, will
append the contents to 4_msimn.csv Normal Datatraseand so on. Next time when

the same behavior occurs, will not be diffed, buit e found in the Normal train.
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Hence, we will not be concerned with that particali#ference in the behavior if it ever

happens because it will be found in the normal biena

Cleanup.pl

This file is called at the exit of BASM GUI. Theage certain clean up required at the
end of the application. If the argument passedi® it “files” it removes the dynamic

log file "CURRENT.TXT" which appends every executiof analysis performed. It also

removes any files in passed_OK directory. Thesesfihave only been touched and
logged in the LOG.CSV. They are not required, bah @lso be kept for future

requirement. This can be done by commenting thisqgoof the code. If the argument

passed is “log” which means that we are cleariegli®@G.CSV, this file gets cleared up.

Myglobal.pl
This is the main file that has almost all the regdiglobal functions. Some of them
might be re-used. Few functions exist in this jiilst for simplicity of the program code.
Here is a list of functions that exist and are exmgd

o _dprint : writes each executing step in the analygb “current.txt”.

o check_dir : checks whether the directory existsair

o Compare : compares the captured run ( slottedl) thie window size ( of that

particular slot and same application). It also Itges result into the LOG.CSV

and ANALYSIS.CSV.
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Create_train : this function creates the windowe siepending upon the input
provided. We have set it to default as (4-7). #ates a train of those window
and returns a reference of that array.

Create_training : this function is intended foruiigt use, wherein the use of time
can be logged and can be used. It is not usedntlyrdut we had created it
before we implemented the threadID.

Get_dir : returns the current working directoryaiprocessed format.

Get _files : a directory is passed and all the fipegsent in that directory are
returned as an array.

Get_file_name_from_directory : this function giwesi the file name from the
directory passed along with the file name. Eg.
C:\SecurityMonitor\Perl_Module\dif\5_msimn_exe_#4&v is passed and the
return value of this function will be 5_msimn_exd33.csv.

Get_time : returns the current time in human reld&irmat to use in log and
current.csv.

Gprint : prints the results in LOG.CSV which isaldefined globally. This file
can also be changed.

Readf : returns the array reference of the filespdsas an argument.
Remove_duplicate : This removes any duplicate éfitk when either compared
from normal train to the capture or when creatimgpanal database.

Train_to_use : returns the train to use for congoeri
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6.5 Test Cases Implementation

Testing had to be an important phase in the dewatop of our application. The idea to
trace the system calls of an application can leadrash and abnormal behavior of an
application. Hence we had to make sure that detpuf the system calls did not affect the

functionality of the application.

Also all the desired system calls were being trammdectly with correct parameters being

logged had to be checked. Hence we deployed 7ctessis that were covering all the

different areas of the application. Following dre test cases implemented.
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Tested By: Venkatesh Babu

Test Type: Black Box
Test Case Number: TC1
Test Case Name: Detoured Outlook Express

Test Case Description: | Testing functioning of detoured outlook expressliappon

Item(s) to be tested

1. Outlook express initialization
2. Send and Receive of mails
Specifications
Input Expected Output
Application functions Normal application behavioithout any

crash or problem

Procedural Steps

Start the BASM application.

Open connection to the server

Click on Start Application and select Outlook eegs as application

Outlook express should work without any problem.

gl K| W N

Send and Receive the mails which should get doneessfully.

Table 6: Test CaselDetoured Outlook Express
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Tested By: Venkatesh Babu

Test Type: Black Box
Test Case Number: TC2
Test Case Name: Detoured Web browsers

Test Case Description: | Testing functioning of detoured web browser appidres

Item(s) to be tested

1. Internet Explorer initialization

Surfing on different websites — ww.youtube.conww.yahoo.com

3. Firefox Initialization and browsing
Specifications
Input Expected Output
Applications and websites Normal application bebiawithout any

crash or problem

Procedural Steps

Start the BASM application.

Open connection to the server

Click on Start Application and select Internepkexer as application

It should work without any problem.

Open web-site&yww.yahoo.comandwww.youtube.com

The sites should open without any problem

N O O B~ W N

Perform similar task but with Firefox as detouaggblication

Table 7: Test CaseDetoured Web browsers
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This test case is important since we need to malestbat application does not hang or crash due to

detouring of system calls.

Tested By: Kunal Vyas

Test Type: White Box

Test Case Number: TC3

Test Case Name: Content Analyzer Algorithm Check

Test Case Description: | Testing functioning of Algorithm to form pattern®in

Input raw capture of system calls

Item(s) to be tested

1. Content Analyzer Algorithm and parser.pl

2. Unigueness of patterns

Specifications

Input Expected Output

CSV file with sequences of system calls  CSV filé&hwinique patterns in group of

4,5,6,7 sequences of system calls

Procedural Steps

Get a csv file of sequences of system calls.

Feed it to the paser.pl module

Check the output csv files

Al W N

Make sure there are four different csv files bame the sequences of window

size.

5 Make sure all the sequences of patterns are @niqu

Table 8: Test Case&ontent Analyzer Algorithm Check
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Tested By: Maulik

Test Type: Black Box
Test Case Number: TC4
Test Case Name: Normal DB Creation

Test Case Description: | Testing functionality of adding patterns corredty

application behavior.

Item(s) to be tested

1. Content Analyzer Module add_training_data.pl
2. Addition of new patterns to the csv file.
Specifications
Input Expected Output

Application behavior and several CSV file with unique patterns in group of

operations 4,5,6,7 sequences of system calls

Procedural Steps

Start the BASM application.

Open connection to the server and set mode asriga

Click on Start Application and select Outlook eegs as application

Perform operations

Check the appropriate csv file

o g D Wl N

The csv file should contain patterns of systailts.

Table 9: Test Case dNormal Db Creation
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Tested By: Maulik

Test Type: White Box
Test Case Number: TC5
Test Case Name: Validate Notification

Test Case Description: | Testing functionality of notification based on %ferences

found in the application behavior.

Item(s) to be tested

Content Analyzer Module parser.pl

Algorithm to check fault and warning based oulitkerence

Specifications

Input Expected Output

Application behavior csv file. Correct event nat#ftion based on %
differences found.

Procedural Steps

Start the BASM application.

Open connection to the server and set modeadgsis

Set appropriate Diff Warning limit and Diff falimits

Click on Start Application and select Outlookpeess as application

Perform operations and close application

Check the notification in Event log with % difé&ce shown.

Nl o g A WD

Make sure the log displays correct notificatb@sed on difference limits set of
the GUL.

Table 10: Test Case Malidate Notification
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Tested By: Kunal

Test Type: Black Box
Test Case Number: TC6
Test Case Name: Auto entry in Event log

Test Case Description: | To test the functionality of auto updates in EViegtas and

when the event is done.

Item(s) to be tested

1. Background worker thread
2. Event notification log.
Specifications
Input Expected Output
Any Event Correct event notification after some
interval.
Procedural Steps
1. Start the BASM application.
2. Open connection to the server and set modeagsanor learning
3. Set appropriate Diff Warning limit and Diff falimits
4, Click on Start Application and select Outloolpeess as application
5. Perform operations and close application
6. Check the notification in Event log after sonmeet and validate it has correct

description based on the action and event performed

Table 11: Test Case 6/alidate Auto Entry in Event Log
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Tested By: Kunal

Test Type: Black Box
Test Case Number: TC7
Test Case Name: Control Enabling

Test Case Description: | To test the functionality enabling Add button oe BUI

event log.

while the fault or warning type notification is seted in the

Item(s) to be tested

1. Add data to training set
2. Button control on the GUI
Specifications
Input Expected Output

Warning or Fault event selection in thel Enabling of Add diff to training data butto

event log

control on the GUI.

Procedural Steps

Start the BASM application.

Open connection to the server and set modeadgsaor learning

Select appropriate Fault or Warning type nadifien in the event log.

Check the button on GUI. It should be enabled.

Click on the add button.

o g B WM

The difference should be added to the normalbdeste.

Table 12: Test Case YAalidate Control Enabling
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Chapter 7. Performance and Benchmarks

BASM Analysis was performed for following three #ipations:
Internet Explorer (iexplore.exe)
Mozilla Firefox (firefox.exe)

Outlook Express (msimn.exe)

7.1 Internet Explorer Analysis
Analysis was performed by navigating different age for

http://www.maulikthaker.com

Following 4 figures include analysis with windowsi4 to 25 and up to 30 runs.

Initially the Normal Train (Learning DB) was ‘O’hat means the deviation for each train
would be 100%.

After each run, the system calls for normal behaare tracked and logged.

The figure below defines a signature of IE for theer surfing the website and this

signature almost stabilizes at around 15 runs.

63



No matter smaller the window size or larger, itemlapproximately the same number of
runs. Some of them might vary, but its obviousdheater the window size the better it

gets. To obtain stability from Normal to Legal Beloa window size can be increased.

nternet Explorer Deviation for Window Size 4 to 2

1 2 38 4 5 6 7 8 9 10 11 12 183 14 15 16 17 18 19 20 24 2 28 24 26 26 21 28 29 30

4p 5p ==fp —Tp 8 9 10p 1lp —12p —13p — 14p —15p —16p —17p —18p —19p 20p
—2lp —2p —28p —2Up —2p

Figure 17: Chart — IE Deviation (window 4-25)

The graph below shows the database size that seseas the number of runs increases.
When the growth of the window size stops afterasertuns, the application is termed as
legal application. In order to get a Normal Behayvithe graph should stabilize to be

Behavior based. Looking at the graph, it is obvithiat as the window size increases,
certainly the database size increases. We haveegloere all the graphs of Database size

v/s the number of runs for each window size.
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Figure 18: Chart — IE Learning DB (window 4-25)

Internet Explorer : Window size vs Normal Database
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Figure 19: Chart— IE Window size vs Normal Datab
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Figure 20: Chart — IE Percentage Deviation vs WindSize
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7.2 Firefox Analysis

Analysis was performed by navigating different pafp http://www.maulikthaker.com

Following 4 figures include analysis with windowsi4 to 25 and up to 30 runs.

Initially the Normal Train (Learning DB) was ‘0’h&at means the deviation for each train
would be 100%.

After each run, the system calls for normal behaare tracked and logged.

The figure below defines a signature of FireFoxtfa user surfing the website and this
signature almost stabilizes at around 27 runs.

No matter smaller the window size or larger, iteslapproximately the same number of
runs. Some of them might vary, but its obviousgheater the window size the better it gets.

To obtain stability from Normal to Legal Behaviomdow size can be increased.

FireFox Deviaiton for Window size 4 to 25

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

4p 5p =6p —7p 8p 9 10p 11p —12p —13p —14p —15p —16p —17p —18p — 19
20p —21p —22p —23p —24p —25p

Figure 21: Chart — Fire Fox Deviation (window 4325
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Figure 22: Chart — Fire Fox Learning DB (window2&)

Fire Fox : Window size vs Normal Database
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Figure 23: Chart — FireFox Window size vs NorrBaltabase
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7.3 Outlook Express Analysis
Analysis was performed by performing the normalceiens like Create Mail,
Send/Receive, Reply, Forward, Reply All etc.
Following 4 figures include analysis with windowsi4 to 25 and upto 30 runs.
Initially the Normal Train (Learning DB) was ‘0’hat means the deviation for each train
would be 100%.
After each run, the system calls for normal behaare tracked and logged.
The figure below defines a signature of Outlook iEesg for the user surfing the website and
this signature almost stabilizes at around 30 runs.
No matter smaller the window size or larger, iteslapproximately the same number of
runs. Some of them might vary, but its obviousdheater the window size the better it gets.

To obtain stability from Normal to Legal Behavioimdow size can be increased.
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Outlook Express Deviation for Window Size 4 to 25
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Figure 25: Chart — Outlook Express Deviation (womd4-25)
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Figure 26: Chart — Outlook Express Learning DBr{dow 4-25)
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Figure 28: Chart — Outlook Express Percentage Bgon vs Window Size

72




Figure 29: Event Log (Each Run)

We had 4 captures ( 2 IE and 2 FireFox). We andlyhese captures with OutLook
Normal behavior. Same thing we repeated with FixeRormal Behavior & IE Normal
Behavior.

For each window(4-25) we found a deviation.

The figure below represents deviation found witfiedént window sizes.

This in a way helps us to decide, what window sizkeep, beyond which efficiency
does not increase or decrease.

The longer sequences DOES NOT suffice good results.

Moreover, as the number of sequence increasestdiee to calculate definitely
increases.

Next pictures shows the time difference of shasgruence is within seconds compared

to longer sequence which is in minutes
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Figure 30: Chart — Time per run vs Window Size

A short sequence detailed analysis was performedEgrand compared with the FireFox

Capture. The 4 graphs below show each analysismeet.

Its strange to know that the 0% deviation for wiwdsize ‘4’ requires less runs
compared to as the window size increases.

For 4 point capture, ~0% deviation reaches at 14th for 5 point capture, ~0%
deviation reaches at 27th run, for 6 point captt@8o deviation reaches at 31th run, for

7 point capture, ~0% deviation reaches at 47th run.
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A drastic change in percentage deviation is whee Fox capture was compared to
Internet explorer normal train behavior.

This proves that any change in the behavior ohtrarespective of the same website
being accessed, there is a change.

Percentage change in Window size

4 :58%

5:66%

6:73%

7:78%
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Figure 31: Chart — Deviation window (4-7)

75



Chapter 8. Deployment, Operations, Maintenance

8.1 Deployment
BASM application requires following pre-request
Install Microsoft .NET Framework version 2.0 or hey
Install Perl ver 5.8.8 — Build 820 ( Source : AetiRerl.org)
Copy into “C:\Program Files\Common Files\ODBC\D&t@urces”

folder to setup data grid display of event log.file

BASM application executables are installed‘@1\SecurityMonitor\bin” directory as shown

in screenshot below.
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Figure 32: BASM.: Executables Source Code

BASM_GUl.exe starts the Ul and it connects to ARIQzalyzer.exe Server(Starts
APICallAnalyzer.exe server if it is not already mimg). AttachDLL.exe application
attaches NetSysApiMon.dlIl with target applicationntercept win32 system calls and their
parameters. RemoteServer.dll implements the remma#hods and APICallAnalyzer.exe

creates remote object that allows GUI client torean.
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The “C:\SecurityMonitor\Perl_Module” directory contains the perl programs that do

analysis using the API call log CSV files.

The “C:\SecurityMonitor\Data” directory contains all the API call log files uséar

analysis.

8.2 Operations
Start C:\SecurityMonitor\bin\BASM_GUIl.exe to launch BASM GUI. Connect to
APIMonAnalyzer Server using “Connection->Open Cartioe” menu option. BASM_GUI
connects to Remote Server if it is already runnotberwise new instance will be launched.

See following screen snapshot for details.

Figure 33: BASM : GUI connect/disconnect to server
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When Remote GUI Client(BASM_GUI.exe) connects toveg its status is displayed as

“Connected to Server”.

Figure 34: BASM Connection status

Application can be started to detour its systentsaading “Applications->Start Application”
menu option. Application can be started to coll#eta in learning mode or analysis mode.
Learning mode collects data and stores in datatoalse used for analysis. In analysis mode
when application ends its system call sequencessae for analysis to determine whether
the application behavior is normal or not. Menuiapt‘Applications->Manual Analysis”

can be used to do manual analysis of any existigdile.

Figure 35: BASM : Application
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Menu option “Utils->View Analysis Log” can be used view the contents of current
analysis log. Menu option “Utils->View Server Logan be used to view the contents of
Remote Server. Menu option “Utils->CleanUp Tempe#&ilcan be used to cleanup all the

left over temp files created by perl modules.

Figure 36: BASM : Log Utils

Text area on the right side of the window displdlys sequence of system calls with

timestamp, thread id and APl name.

Figure 37: BASM : API log files
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Diff or deviation of system call sequences foundabwlysis module is reported as warning
or fault event depending on user configured limiisis fault or warning event can be used
to add diff or deviation sequences to learning loleda using “Add Diff to Learning

Database” button. After diff or deviation data tdad to learning database, next run with

same sequence of API calls are treated as norrhakiue.

Figure 38: BASM : Adding Percentage DeviationNoermal Behavior
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Chapter 9. Summary, Conclusions, and Recommendations

9.1 Summary

The project aims to capture application behaviat d@efine it accurately. In hunt of this we
initially had planned to include the network packapturing along with system call tracing
and argument analysis. But at the mid stage, wetdamnit it citing the goal and revised
project scope which aimed for more accuracy andenamplications rather than a single
application. The very first design only had windsize of six where in we created a pattern
of system calls in group of six. Also this implertegion did not take threads and their
scheduling into account. Although, not very satifay but this approach led us to the final
destination. We then enhanced the content anabyzeérset the window size floating from
four to twenty five. Also we included thread id asi@drted creating patterns based on the

thread ids giving us desired and accurate results.

The project began with several milestones whichewsaptured from time to time but the
final milestone conquered was only set after achgeseveral other milestones. The insight
to reach there was given by the incremental appraawdertaken in developing this

application.
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9.2 Conclusions

Following are the conclusions that can be drawthieydetailed application behavior analysis

performed on Internet Explorer, Mozilla Firefox aBdtlook Express:
Every application has a unique signature with #guence of system calls per thread for
a particular operation.
Application behavior can be determined to be noramadbnormal by using its learning
DB (created by history of past runs)
As window size increases, we see better accuragyared to window size of 4, and
helps to detect abnormal behavior.
As capture window size increases, learning DB m@xgpunt also increases.
Comparing one application data with other applaratiearning DB results >50%
deviation. As the window size increases, devia#ilso increases.
As the window size increases time for analysis i@en calculation) also increases.
From the 3 applications behavior analysis, we fimat Window size of 15 is optimum
for current analysis algorithm.
If window size is small (say 4), learning DB stat®k faster with fewer runs and
accuracy of deviation calculation reduces.
When Window size is larger (say 25), learning D&bdization requires many runs and

accuracy of deviation calculation is not accurdiieee.
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Performance of the analysis takes a long time tibpa as the window size increases.
From our analysis so far conducted in this typerofironment, we can see that until the
window size reaches close to 14 to 16, run takes tean a minute. As the size

increases, the time to calculate increases.

With Window Size of 15, accuracy of deviation cddtion is acceptable, analysis

performance is good and learning DB size is nof{tognpared to window size of 25)

This Project can be further enhanced by using tiames for analysis, add more win32

API calls detoured, analyze the contents of APl palrameters, and improve the

performance analysis module.
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9.3 Recommendations for Further Research

BASM is just a stepping stone to the goal of betiaviased application monitors. It
conquers many challenges and over comes withniplsiyet versatile design which can be
easily enhanced by further researchers. One agip®®ASM could not explore is timings
of the system call and their durations. It wouldilteresting if one can take these timings

into calculations along with system call sequences.

First, BASM does not use timestamp during analysig, timestamp is available for each
API call in the collected CSV log files. Timestarogn be used for more accurate and less
false positive analysis by eliminating unrelategusnces and also detect botnet attack. One
of the approaches for detecting botnet attack igs® API call timestamp to compare the

frequency of API call sequences of normal applaratun with abnormal application run.

Second, BASM detours networking, file system, Regiand most common win32 API
calls. Framework is already available in NetSysAprvtpp file for adding detour functions
for more win32 API system calls. By adding moretsyscalls, application behavior can be

determined to be normal or abnormal more accurately

Third, BASM framework is available for applicatiohPl name and parameters to be
serialized and sent to APICallAnalyzer server. Anelg API calls with their parameters is
more interesting and can help to understand aggicdehavior better. Picking right set of

API calls and their parameters is challenging. RI'A data is encrypted, it is not easy to
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interpret data portion of the system calls. If vésiane data portion of the system call is not

encrypted, we will be able to analyze the contehthe system calls.

Forth, BASM application currently needs operatostart application and navigate to create
learning database. It requires many runs and lefffoft is needed to create stable learning
database for accurate determination of applicatiehavior. BASM can be enhanced to
automate launching of application and navigate reate exhaustive learning database

before application runs in production mode.

Fifth, BASM analysis module window size is hard-eddo be between 4 and 25. GUI can
be enhanced to accept min and max value for windia& from user. Analysis module

needs to use the window size value set by usenglanalysis.

Finally, BASM analysis of system calls is done aftgplication terminates. Analysis

module can be enhanced to do analysis at run-fiimis.requires analysis module to be fast

and less CPU intensive.

86



Glossary

System Monitor: Security monitor is a standalone system whichtwag all the system
level activities.

System Call: The system procedures necessary to perform ceutaiileged tasks at the
operating systems level.

Log: Log is the mechanism of storing records of variagsvities for monitoring and
future reference.

Detours: Detours is a Win32 binary function library callsthe run time, developed by
Microsoft.

DLL: Dynamic Link Library

GUI:  Graphical User Interface

87



References

. Geer, David

http://www.computer.org/portal/cms_docs_computeripater/homepage/0306/r3014.pdf.
Retrieved March 18, 2007, from
http://www.computer.org/portal/cms_docs_computanpater/homepage/0306/r3014.pdf

. P. Astithas, V. Pappas, B. Maglaris, "Detectingusions by Monitoring System Processes" , in
Proceedings of the 8th HPOVUA Plenary Workshop atwérk and Systems Management,
Berlin, Germany, June 2001.

. Lin, Frank, Shi, Hang, & Wang, Xiangrong (Augus0B). Preventing Outgoing Spam by
Monitoring User Interactiorkst International Symposium on Pervasive

Computing and Applications

. Shah, Swar (August 10, 2006). Automatic Securitynktw. Retrieved March 18, 2007, from
SJSU fclin Web site: http://www.cmpe.sjsu.edu/~fidoc/automatic_security_monitor.doc

. GAO, Debin (2007).Gray-Box Anomaly Detection usigstem Call MonitoringDissertation
report to CMU

88



